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Section 1

PRIVACY ACT 2025

Act 34 of 2025

AN ACT FOR THE PROTECTION OF PERSONAL INFORMATION

I assent,
TUPOU VI,
16" December 2025.

BE IT ENACTED by the King and Legislative Assembly of Tonga in the

Legislature of the

Kingdom as follows:

1 Short Title

PART | - PRELIMINARY

and commencement

(1)  This Act may be cited as the Privacy Act 2025.

(2)  This Act shall come into force on a date proclaimed by Cabinet.

2 Objectives

The objectives of this Act is to —

(a)

(b)

ensure that the processing of personal information complies with
principles of personal information protection, including digital privacy
and personal information security;

provide individuals with rights with respect to the processing of personal
information relating to them;
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(c)
(d)
(e)

set standards for the transmission of personal information outside of the
Kingdom;

establish an institutional mechanism to promote and enforce the
principles, rights and obligations provided for in this Act; and

provide a legal foundation to promote the digital economy of the
Kingdom and its participation in the regional and global economies
through the beneficial uses of personal information.

3 Interpretation

@)

In this Act, unless the context otherwise requires —

“Appointments Committee” means the Appointments Committee
established under section 11 of this Act;

“Audit Office” has the meaning given in the Public Audit Act [Cap
11.06];

“binding corporate rules” means personal information protection
policies and procedures adhered to by the members of a group of
organisations, other than individuals, under common control with respect
to the transfer of personal information among such members and
containing provisions for the protection of such personal information;

“biometric data” means personal information resulting from specific
technical processing relating to the physical, physiological or
behavioural characteristics of an individual, which allow or confirm the
unique identification of that individual, including without limitation by
physical measurements, facial images, blood typing, fingerprinting,
retinal scanning, voice recognition, neurodata processing and
deoxyribonucleic acid (DNA) analysis;

“certification mechanism” means certification by an official or
professional third-party entity that evaluates the personal information
protection policies and procedures of data controllers and data processors
according to recognised standards;

“Chief Executive Officer” means the Chief Executive Officer of the
Ministry;
“child” means an individual below eighteen years of age;

“commencement date” means the date that this Act comes into force
under section 1(2);

“Commission” means the Privacy Commission established under
section 7 of this Act;

“Commissioner” means the person appointed as Privacy Commissioner
under section 11;

“consent” means any freely given, specific, informed, and unambiguous
indication, whether by a written or oral statement or an affirmative
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Section 3

action, of an individual’s agreement to the processing of personal
information relating to him or to another individual on whose behalf he
has the authority to provide such consent;

“data controller” means a public authority or organisation that (alone,
jointly or in common with any person or persons) determines the
purposes for and the manner in which personal information is collected
or otherwise processed;

“data processor” means a public authority or organisation that (alone,
jointly or in common with any person or persons) processes personal
information on behalf of a data controller or another data processor; and
a data processor will be considered to process personal information on a
data controller’s or data processor’s “behalf” if it processes personal
information directly on behalf of or at the direction of such data
controller or data processor or indirectly through one or more
intermediary data processors;

“data subject” means an individual who is the subject of personal
information;

“de-identify” means to alter personal information such that it no longer
relates to an individual who can be identified or is identifiable, directly
or indirectly by reference to an identifier; and “permanently de-identify”
means to irreversibly de-identify personal information such that it can
never be re-identified by means of a code, key or other means and thus
no longer constitutes personal information;

“generally available publication” means a magazine, book, article,
newspaper or other publication that is, or will be, generally available to
members of the public —

(a)  whether or not it is published in print, electronically or in any other
form; and

(b)  whether or not it is available on the payment of a fee;

“media organisation” means an organisation whose activities consist of

or include the collection, preparation for dissemination or dissemination

of the following material for the purpose of making it available to the

public —

(a) material having the character of news, current affairs, information
or a documentary; or

(b) material consisting of commentary or opinion on, or analysis of,
news, current affairs, information or a documentary;

“Minister” means the Minister responsible for the protection of personal
information,;

“Ministry” means the Ministry responsible for the protection of personal
information,;

“organisation” means —

Kingdom of &
Tonga *

Act 34 of 2025 Page 9



Section 3

Privacy Act 2025

(a) an individual;

(b)  abody corporate;

(c) apartnership;

(d)  any other unincorporated association; or
(e) atrust

that is not a public authority;

“personal information” means any information relating to an individual
who can be identified or is identifiable, directly or indirectly by reference
to an identifier such as a name, an identification number, location data,
an online identifier or one or more factors specific to the physical,
physiological, genetic, psychological, cultural, social or economic
identity of that individual;

“personal information breach” means a breach of security of a data
controller or data processor leading to or reasonably likely to lead to the
accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal information transmitted, stored or
otherwise processed;

“processing” means any operation or set of operations which is
performed on personal information, whether or not by automated means,
such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction;

“public authority” means -
(a)  aminister or ministry;
(b)  adepartment of the Government;

(¢) abody (whether incorporated or not), or a tribunal, established or
appointed for a public purpose by or under a written law of the
Kingdom;

(d) abody established or appointed by the Government otherwise than
by or under a written law of the Kingdom;

(e) aperson holding or performing the duties of an office established
by or under a written law of the Kingdom, or appointed under a
written law of the Kingdom, other than a person who, by virtue of
holding that office, is the Secretary of a Ministry;

()  aperson holding or performing the duties of an appointment, being
an appointment made by the Government otherwise than by or
under a written law of the Kingdom;

(g) acourt;
(h) Tonga Police; or

Page 10
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Section 4

(i)  any other body listed in Schedule 1 of the Public Service Act [Cap
2.11].

“Public Fund” has the meaning given in the Public Finance
Management Act [Cap 2.10];

“Remuneration Authority” means the authority established under
section 4 of the Remuneration Authority Act [Cap 2.15];

“related body corporate” means a body corporate that is, in relation
two another corporate body —

(a) aholding company of the other body corporate; or
(b)  asubsidiary of the other body corporate; or
(c) asubsidiary of a holding company of the other body corporate.

“sensitive personal information” means personal information relating
to an individual’s —

(a) biometric data;

(b) racial or ethnic origin;

(c) political opinions;

(d) membership of a political association;

(e) religious or philosophical beliefs or affiliations or other beliefs or
affiliations of a similar nature;

(f)  physical or mental health or condition;
(g) sexual orientation or sexual life;

(h)  criminal or financial record;

(i)  genetic information; or

(j)  other information that the Minister may, in regulations made under
section 68, declare to be sensitive personal information.

4 Act binds the State
This Act shall bind the State.

5 Application to data controllers and data processors

(1)  Subject only to the exceptions provided in this Act or other written law, this

Act shall apply to a data controller or data processor in respect of any personal

information if —

(a)  the data controller or data processor is established in the Kingdom;

(b)  the processing occurs within the Kingdom, provided that the mere
transiting of personal information through the Kingdom shall not
constitute processing occurring in the Kingdom; or

Kingdom of Act 34 of 2025 Page 11
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(c) the processing relates to the targeted offering of goods or services to the
data subject in the Kingdom, or the monitoring of the behaviour of the
data subject as far as his behaviour takes place within the Kingdom.

(2) A data controller or data processor is established in the Kingdom if it is —
(a)  ordinarily resident in the Kingdom,;
(b)  incorporated in the Kingdom; or
(c)  has a branch office in the Kingdom.

6 Data subject’s representative

(1)  Nothing in this Act shall prevent a data subject from authorising another person
to make a decision or receive information about that data subject’s personal
information.

(2)  Where a data subject has authorised a person to make a decision about that data
subject’s personal information that authorised person’s decision shall be
considered the decision of the data subject.

(3) Where a data subject has authorised a person to receive information about that
data subject’s personal information, provision of such information to that
authorised person shall be considered a provision of such information to the
data subject.

PART Il - THE PRIVACY COMMISSION

DIVISION 1 — THE PRIVACY COMMISSION

7 The Privacy Commission
(1)  The Privacy Commission is hereby established.

(2) The Commission shall be a body corporate with perpetual succession and a
common seal.

(3) The Commission shall be capable of suing and being sued and, in the exercise
of its functions and powers under this Act, may acquire, hold and dispose of
real and personal property and do and suffer all such acts and things as bodies
corporate may do and suffer.

(4)  Except as expressly provided otherwise in this Act, the Commission shall act
independently in performing its statutory functions, exercising its power and
discharging its duties under this Act.
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Section 8 Powers, duties
and functions of the Commission

8 Powers, duties and functions of the Commission

(1

The Commission shall have the following functions —

(a)
(b)
(c)

(d)

(e)

S

(2

(h)

(1)

@

(k)
M

(m)

(n)

(0)

to monitor and enforce compliance with this Act;
to investigate reports and complaints of potential breaches of this Act;

to instruct a data controller to take such measures as are necessary to
ensure personal information is processed in accordance with this Act;

to collect and publish information with respect to protection of personal
information, including personal information breaches;

to designate countries, regions, sectors or standard contractual clauses as
affording or not affording adequate standards for protection of personal
information in cross-border transfers;

to, on its own motion or at the Minister’s request, make
recommendations to and advise the Government on policies for the
protection of privacy or any matter relevant to the operation of this Act;

to submit legislative proposals to the Minister, including amending
existing laws, with a view to strengthening protection of personal
information in the Kingdom:;

to provide such reports to the Minister and the Legislative Assembly as
are required by this Act;

to cooperate with organisations for the purpose of performing its
functions, and assist such organisations to develop the policies, practices
and procedures required for compliance with this Act;

to take such measures, including by education and publicity, as are
necessary to bring the provisions of this Act, including the rights granted
and obligations imposed, to the knowledge of the general public;

to promote awareness of the operation and functions of data controllers
and data processors and their obligations under this Act;

to encourage the introduction of technological and administrative
measures to enhance protection of personal information;

to facilitate the Kingdom’s compliance with internationally accepted
privacy principles, including any standards and obligations laid down by
international agreements and treaties to which the Kingdom is a party;

to participate in international fora, engage and collaborate with
supervisory authorities of other nations and regions to, including through
the exchange of information relating to privacy and personal information
protection, with a view to developing consistent and efficient approaches
to regulation of cross-border transfers of personal information;

to issue directives and opinions, make recommendations and rules and
publish guidance on matters relating to this Act;

RKingdom of 44
T
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2

(p) to exercise any other functions conferred on it under any other written
law.

In fulfilling its functions under this Act, the Commission shall have the power
to —

(a)  issue such directions or public statements as may be required of the
Commission for the purposes of this Act;
(b)  do all other things authorised by this Act or any other written law; and

(c)  generally implement the provisions of this Act and do all such things as
are necessary, incidental or conducive to the better carrying out of the
functions of the Commission.

9 Development of privacy policies and codes of conduct

)]

2

The Commission shall, on its own motion or on request, provide reasonable
assistance to a data controller or data processor, group or class of data
controllers or data processors, or group or organisation representing any
industry or interest, to develop policies and procedures to comply with the
requirements of this Act.

The Minister may pass regulations under section 68 to establish a process by
which codes of conduct relating to compliance with the obligations in this Act
may be developed and become legally binding. Such regulations shall provide
for —

(a) sufficient and appropriate procedures for consultation on the
development of a code with data controllers or data processors and
groups of data controllers or data processors that will be affected by a
proposed code;

(b)  the process by which codes may be approved by the Commission;

(c)  codes to be binding only once approved by the Commission and entered
onto a register held by the Commission;

(d) a process for establishing and maintaining the register mentioned in
subsection (b), and for the entering of codes onto that register; and

(e) a process for revoking the binding effect of codes and removing them
from the register mentioned in subsection (b).

DIVISION 2 — THE PRIVACY COMMISSIONER, STAFF OF THE COMMISSION

10 The Commissioner

)

2

The Commission shall consist of one Privacy Commissioner appointed under
section 11.

The Commissioner shall be —

Page 14
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11

)

(a)  responsible for —
(i)  the performance of the functions and duties of the Commission;

(i1))  the exercise of the powers of the Commission;

(i) the execution of the policies, and the implementation of the
decisions, of the Commission; and

(iv) the supervision and day-to-day management of the affairs of the
Commission and its staff; and

(b)  the head of the staff of the Commission.

The Commissioner shall not be subject to the Public Service Act.

Appointment of the Commissioner

(1

2

)

“4)

)

(6)

An Appointments Committee is established to appoint the Commissioner, and
such appointment shall be published by the Minister in the Gazette.

The Appointments Committee shall comprise the following members —

(a)  the Minister;

(b)  arepresentative of the interests of data controllers and data processors;
(c) arepresentative of the interests of individual data subjects; and

(d)  any other representative.

The members of the Appointments Committee appointed under subsection (2),
other than the Minister, shall be appointed by the Minister with the
recommendation of the Chief Executive Officer.

The Appointments Committee appoint the Commissioner under this section as
soon as practicable after the commencement date and thereafter as this position
becomes vacant from time to time.

The Appointments Committee shall seek to minimise the period of vacancy of
the position of the Commissioner and in any event shall make an appointment
for the position of the next Commissioner within six months before the end of
each Commissioner’s fixed term.

Before appointing a Commissioner under this section, the Appointments
Committee shall —

(a) undertake an open, competitive and transparent selection process that
seeks to identify well-qualified candidates, including publishing
advertisements for applications nationally and internationally, reviewing
any available references and holding interviews; and

(b) invite proposals for candidates from the public and invite comments from
stakeholders about candidates under consideration, including from —
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(M

®)

(i) any bodies representing data controllers, data processors or the
interests of data subjects;

(i)  the technology sector;
(ii1) the business sector; and

(iv)  the public service, and take into account these comments.

The Appointments Committee shall not appoint a person as the Commissioner
unless a majority of the members of the Appointments Committee are satisfied

that the person —

(a) 1is aperson of integrity, independence of mind and good reputation;

(b)  is qualified for appointment, having regard to the functions and powers
of the Commission, by virtue of that person’s knowledge of or experience
in industry, commerce, economics, law, accountancy, public
administration or consumer affairs;

(c) possesses sound knowledge of privacy and personal information
protection; and

(d)  1is not disqualified for appointment under section 12.

The members of the Appointments Committee other than the Minister are
entitled to reasonable fees and expenses in performing their functions, duties
and powers under this Act, as determined by the Minister and payable from the
Privacy Commission Fund.

12  Eligibility requirements and extraordinary vacancies

)

A person shall not be eligible to be appointed, or remain, as the Commissioner

if that person —

(a) has committed a serious breach of the terms and conditions of their
appointment;

(b)  materially fails to perform their functions or duties under this Act;

(c) has or takes a direct or indirect equity or other financial interest in any
enterprise or activity which is likely to affect the discharge of his or her
functions;

(d) is determined by two medical practitioners to be unable due to any
physical or mental incapacity to perform the functions or duties, or
exercise the powers, of their position;

(e) becomes or has been declared bankrupt or insolvent, whether in the
Kingdom or elsewhere;

()  has a conviction for or is convicted of any offence in the Kingdom or

elsewhere under a law involving dishonesty or corruption or where the
penalty prescribed for such offence includes imprisonment for one year
or longer; or

Page 16
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13

2

3)

“4)

)

(6)

(g) is a staff member or officer of a department or ministry of the
Government; or holds an elected office in the Kingdom.

If the Minister has reason to believe that the Commissioner is not eligible to
continue in office in accordance with subsection (1), the Minister shall —

(a) call for and arrange a meeting of the Appointments Committee; and

(b)  inform the Appointments Committee and the Commissioner by written
notice that the Minister is considering removing the Commissioner and
the grounds under subsection (1) for the proposed removal.

The Commissioner shall be given an opportunity to make representations in
response to the Minister’s notice and the Appointments Committee shall give
the Commissioner an opportunity to be heard, including being represented by a
legal practitioner.

The Commissioner shall not be removed from office on the grounds in
subsections (1)(a), (1)(b) or (1)(c) unless —

(a) the Commissioner’s alleged conduct is enquired into by a qualified,
independent and impartial person appointed as soon as practicable by the
Appointments Committee;

(b)  the Commissioner is given an opportunity to make representations in
such enquiry, including being represented by a legal practitioner; and

(c) the Appointments Committee advises, based on the result of its enquiry,
that the Minister remove the Commissioner.

If the Appointments Committee is satisfied that the Commissioner is ineligible
under subsection (1) to continue in office, the Appointments Committee may
remove the Commissioner from office with no less than 28 days’ notice in
writing and shall provide the detailed grounds under section (1) for such
ineligibility.

In carrying out its duties under this section, the Appointments Committee shall
consider any relevant advice that is necessary to determine whether the removal
from office is reasonably justified in the circumstances.

Term of appointment and remuneration of the Commissioner

(1

2

Except as otherwise provided in this Act, the Commissioner shall be appointed
for a fixed term of no less than 3 and no more than 5 years, which may be
renewed.

The Commissioner may resign from office on 90 days’ written notice to the
Minister.

The Commissioner may be appointed on a full-time basis.

The remuneration of the Commissioner shall be determined by the
Remuneration Authority taking into account the criteria set out in section 14 of
the Remuneration Authority Act 2010.
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14 Other employees of the Commission

(1)  The Commissioner may appoint such employees as may be necessary to enable
the Commission to carry out its functions.

(2) The Commissioner shall take reasonable measures to ensure that no conflict of
interest exists in relation to its officers, employees, agents or consultants in
relation to the functions of the Commission under this Act.

15 Delegation

(1)  The Commissioner may, subject to any regulations made for the purposes of
this section, delegate any of the Commission’s functions, powers or duties other
than this power of delegation, to any employees appointed under section 14.

(2) A delegation under subsection (1) —
(a)  shall be in writing;

(b)  shall be subject to such conditions and restrictions as are specified in the
instrument of delegation;

(c) may be specified to be restricted to a class of matters;
(d) isrevocable at will by resolution in writing of the Commissioner; and

(e)  does not affect or prevent the performance of a function, the exercise of
a power or discharge of a duty by the Commission.

(3) A delegate under subsection (1) is subject to the same duties and responsibilities
as the Commissioner under this Act with respect to any delegated functions,
powers or duties.

(4) The Minister may make regulations under section 68 to limit or qualify the
ability of the Commissioner to delegate under this section.

DIVISION 3 — FINANCES, REPORTING AND ACCOUNTABILITY

16 Funding

The funds of the Commission shall comprise the following —
(a) fees raised under section 22;
(b)  pecuniary penalties paid under section 54;
(c) moneys appropriated from the Public Fund by Legislative Assembly;
(d) loans raised by the Commission;

(e) grants, donations or other contributions, including contributions from
international organisations or from a government, government
department, government instrumentality or a statutory entity of a country
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other than the Kingdom, if any, made to or for the benefit of the
Commission; and

(f)  all other monies or property which may in any manner become payable
to or vested in the Commission in respect of any matter incidental to its
powers and functions.

Administration of funds

(1

2

3)

Within 1 month after the appointment of the first Commissioner, the
Commissioner shall establish a special fund for the Commission, called the
Privacy Commission Fund.

All moneys received by or for the benefit of the Commission shall be —
(a) paid into the Privacy Commission Fund; and

(b) at the sole disposal of the Commission for the sole purpose of funding
activities in exercises of its powers, performance of its functions or
discharge of its duties under this Act.

For the avoidance of doubt, the funds of the Commission collected under this
Act, including any fees raised or pecuniary penalties imposed, do not constitute
public money for the purposes of the Public Finance Management Act 2002.

Budget

The Commission shall, by no later than 3 months before the end of each financial
year, prepare and submit to the Ministry, a budget comprising —

(a) estimates of all funding proposed to be raised or received in the next
financial year, itemised to an appropriate level; and

(b) estimates of proposed expenditure by the Commission for the next
financial year, itemised to an appropriate level.

Expenditure forecasts

(1

Within the budget prepared under section 18, the Commission shall categorise
its proposed revenue and expenditure in a manner that —

(a)  provides a high degree of transparency in relation to the Commission’s
proposed expenditure within that financial year in performing its
functions;

(b) identifies significant items of revenue and expenditure in separate line
items with an explanation for that revenue or expenditure;

(c)  explains any instances of significant non-recurring expenditure for large
capital items and the manner in which the Commission proposes to
allocate such expenditure within its accounts;
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(d) explains the reason for any forecast material increases in expenditure
relative to the Commission’s actual expenditure in previous financial
years; and

(e) identifies the sources of funding and the anticipated level and allocation
of any surplus.

The Commission shall ensure that its expenditure forecasts are reasonable and
reflect the Commission’s estimate of the actual expenditure likely to be incurred
by the Commission in the next financial year and its relevant attribution.

The Commission shall have regard to the Commission’s historical expenditure,
and the attribution of that historical expenditure, when preparing its expenditure
forecasts.

20 Accounts and audit

)]

2

3

“

6))

(6)

The Commission shall keep full and correct accounts of all its financial
transactions, assets, liabilities and funds

The financial year of the Commission shall end on the 30th day of June each
year.

At the end of each financial year, the Commission shall prepare an income and
expenditure account showing its financial transactions for that year, together
with a balance sheet as at the last day of the financial year.

The Commission shall, no later than 4 months after the end of each financial

year, submit its income and expenditure account and balance sheet to the Audit
Office for audit.

The Commission shall, no later than 6 months after the end of the financial year,
lay a copy of the audited accounts of the Commission, together with the
corresponding report of the Audit Office, before the Legislative Assembly.

The Commission may incorporate a copy of the audited accounts of the
Commission, together with the corresponding report of the Audit Office, in the
annual report of the Commission provided under section 21.

21  Annual report

(1) The Commission shall, no later than 6 months after the end of each financial
year, furnish to the Minister an annual report that includes —

(a) asummary of its operations during that year;

(b) all financial statements and auditor’s reports as are required by this Act
or any other applicable law;

(c) a list of consultants and advisors retained by the Commission and a
description of the matters in relation to which they have consulted or
advised; and
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(d)  asummary of material litigation involving the Commission.

(2) The Minister shall ensure a copy of the annual report is laid before the

Tonga

Legislative Assembly.

22 Minister may prescribe registration requirements and reasonable fees
(1)  The Minister may make regulations under section 68 —

(a) requiring the registration of data controllers or data processors, or any
class of data controllers or data processors, with the Commission and
setting out the applicable procedures therefor; or

(b)  providing for the collection of reasonable fees relating to —

(i)  such registrations; or
(ii)) any services provided by the Commission.
(2) Notwithstanding subsection (1), no fee shall be imposed on an individual for
the —

(a) making of a complaint by a data subject under section 59;

(b) investigation of a complaint by the Commission under section 59; or

(c) the reconsideration of a decision of the Commission under section 66.

(3) All fees collected under subsection (1) shall be paid into the Privacy

Commission Fund.

(4) All fees levied under subsection (1) shall constitute a debt due to the

Commission and may be recovered in court.

23 Borrowing powers
The Commission may borrow up to such an amount as may be notified by the Minister
in writing from time to time and on such terms as may be required by it for —

(a) meeting any capital expenditure; and

(b)  performing its functions under this Act.

24 Taxation
Notwithstanding the provisions of any other Act, the income of the Commission shall
be exempt from payment of income tax, and the Commission shall not be liable for
the payment of any customs duty and import levy, or any other tax having a similar
effect.
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DIVISION 4 — MISCELLANEOUS

25 Protection of Commission

The Commission shall not be liable for any act done or default made by the
Commission in good faith in pursuance or intended pursuance of the powers, duties
and functions of the Commission under this Act.

26 Commissioner not personally liable

The Commissioner shall not be personally liable for any act done or default made by
the Commission or Commissioner in good faith in pursuance or intended pursuance
of the powers, duties and functions of the Commission or the Commissioner under
this Act.

PART Il - OBLIGATIONS OF DATA CONTROLLERS AND
DATA PROCESSORS

DIVISION 1 — PROCESSING OF PERSONAL INFORMATION

27 Lawful basis for processing personal information

(1) A data controller shall not process personal information, or permit a data
processor to process personal information on its behalf, except where -

(a) the data subject has given and not withdrawn his consent to the
processing for the specific purpose or purposes for which it will be
processed; or

(b)  such processing is necessary —

(i)  for the performance of a contract to which the data subject is a
party;

(i) to complete steps that the data controller is required to complete
prior to entering a contract with the data subject;

(iii)  in order to protect the vital interests of the data subject or any other
individual in a case where the data controller or data processor
cannot reasonably be expected to obtain the consent of the data
subject or such other individual;

(iv) in order to comply with a legal obligation to which the data
controller or a data processor processing such personal
information on its behalf, is subject to;

(v)  the processing is authorised by law and carried out by a competent
public authority in furtherance of its legal mandate;

Page 22 Act 34 of 2025




Privacy Act 2025 Section 28

(vi) the processing is necessary for the performance of a task carried
out in the public interest or in the exercise of official authority
vested in the data controller or a data processor processing such
personal information on its behalf;

(vii) the processing is necessary for the purposes of the legitimate
interests pursued by the data controller, or a data processor
processing personal information on its behalf, or by a third party
to whom the personal information is disclosed, except where such
interests are overridden by the interests of fundamental rights and
freedoms of the data subject;

(viii) the processing is necessary for archiving purposes in the public
interest, or for the purpose of historical, statistical or scientific
research; or

(ix) to comply with a written law of the Kingdom.

28 Lawful basis for processing sensitive personal information

(1

A data controller shall not process sensitive personal information, or permit a
data processor to process sensitive personal information on its behalf, except
where one of the conditions of Section 27 has first been met and —

(a) the data subject has given and not withdrawn his consent to the
processing for the specific purpose or purposes for which it will be
processed; or

(b)  such processing is necessary —

(i)  to protect the vital interests of a data subject in a case where the
data subject is physically or legally incapable of giving consent;

(i) the processing is necessary for the purposes of exercising or
performing rights or obligations of the data controller or data
processor or of the data subject under employment or social
security laws or any other similar laws;

(iii) the processing is carried out for purposes of medical care or
community welfare and is undertaken by or under the
responsibility of a professional or similar service provider owing
a duty of confidentiality;

(iv) the processing is necessary for reasons of public health and
provides for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;

(v) the processing is necessary for reasons of substantial public
interest, on the basis of a law which shall be proportionate to the
aim pursued, and provides for suitable and specific measures to
safeguard the fundamental rights and the interests of the data
subject;
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(viii)

(ix)

(x)

the processing is necessary for the establishment, exercise or
defence of a legal claim, obtaining legal advice or the conduct of
a legal proceeding;

the processing is carried out in the course of its legitimate activities
with appropriate safeguards by a foundation, association or any
other not-for-profit body with a charitable, educational, literary,
artistic, philosophical, religious or trade union aim;

the processing relates solely to the members or former members
of the entity or to individuals who have regular contact with it in
connection with its purposes; and

(A) the sensitive personal information is not disclosed outside
of the entity without the explicit consent of the data subject;

the processing is necessary for archiving purposes in the public
interest, or historical, statistical or scientific research, in each case
on the basis of a law, which shall be proportionate to the aim
pursued, and provides for suitable and specific measures to
safeguard the fundamental rights and the interests of the data
subject; or

the data subject has intentionally made such sensitive personal
information public.

29 Processing personal information of children and others lacking
capacity to consent

)]

2

3

When a data subject is a child or an individual lacking the legal capacity to
consent, a data controller shall obtain consent of a parent or other appropriate
legal guardian of the child or other individual, as applicable, to rely on consent
under Part III.

A data controller shall apply, or ensure that a data processor operating on its
behalf applies, appropriate mechanisms, including presentation of government
approved identification documents, to verify age and consent.

Subsection (1) does not apply to a data controller when—

(a)
(b)

the processing is necessary to protect the vital interests of the child or

individual lacking the legal capacity to consent; or

the processing is carried out for purposes of medical or social care and is
undertaken by or under the responsibility of a professional or similar

service provider owing a duty of confidentiality.

30 Minister may authorise particular processing

(M

The Minister may, upon the recommendation of the Commission, make
regulations under section 68 prescribing other circumstances in which personal
information may be processed.
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(2) Inexercising the power under subsection (1) the Minister shall have regard to —
(a)  theright of every individual to the privacy of their personal information;

(b)  the particular importance of protecting an individual’s sensitive personal
information;

(c) the purpose of this Act;
(d) the provisions of this Act; and

(e) the benefits to Tongan society of protecting the privacy of personal
information.

31 Data controller reliance on consent

(1) A data controller shall bear the burden of proof for establishing a data subject’s
consent (or in the case of a data subject who is a child or an individual lacking
the legal capacity to consent, the consent of a parent or legal guardian of the
data subject) where consent is required or relied upon under this Part III.

(2) In determining whether consent was freely given, account shall be taken of
whether performance by a third party of a contract between the data subject and
such third party is conditioned on the processing of personal information of the
data subject and such processing would not be necessary for such performance.

32 Requirements for processing of personal information

(1) A data controller shall not process personal information, or permit a data
processor to process personal information on its behalf, unless —

(a) the processing is for a lawful purpose related to the function or activity
of the data controller or such data processor;

(b) it has taken all reasonable steps to ensure that the personal information
is accurate, complete, not misleading and up to date to the extent
necessary to fulfil the purpose for which it is collected or otherwise
processed; and

(c) the personal information is adequate, relevant and limited to what is the
minimum necessary for the purposes for which the personal information
was collected or further processed.

(2) A data controller shall not collect or otherwise process sensitive personal
information, or permit a data processor to collect or otherwise process sensitive
personal information on its behalf, for the purpose of direct marketing activities
unless the data subject consents to its collection for that purpose.

(3) A data controller shall not further process personal information, or permit a data
processor to further process personal information, unless such further
processing —

(a) 1is compatible with the purpose the personal information was processed
under subsection (1);
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(b) involves only a disclosure of personal information by a data controller to
a related body corporate of that data controller; or

(c)  is otherwise authorised by this Division.

A data controller shall not further process sensitive personal information, or
permit a data processor to further process sensitive personal information, unless
such further processing is —

(a) directly related with the purpose the sensitive personal information was
processed under subsection (1); or

(b)  otherwise authorised by this Division.

Compatibility of processing under subsection (3) and the extent to which
processing is directly related under subsection (4) shall each be assessed in light
of —

(a) the relationship between the original purpose and the purpose of the
intended further processing;

(b)  the nature of the personal information or sensitive personal information
concerned;

(c) the consequences of the further processing;

(d)  how the personal information or sensitive personal information has been
collected; and

(e) the existence of appropriate safeguards.

For the purposes of subsection (1), where a data controller that is a body
corporate collects personal information from a related body corporate of the
data controller, the purpose for which the data controller collects the
information is the same as the purpose for which that related body corporate
collected that information.

A data controller that discloses personal information to another person with the
knowledge or intent that the other person will use the personal information
other than in accordance with subsection (1).

Subsection (1)(b) does not apply to personal information that is held as an
electronic or hard copy backup.

The operation of subsection (1)(b) does not affect the obligation of a data
controller to correct information in accordance with section 42(c).

33 Notification to data subjects

)

Where a data controller, or a data processor processing personal information on
its behalf, collects personal information directly from a data subject, the data
controller shall, at the time of the collection, ensure that the data subject is
informed of —

(a) the identity and contact details of the data controller;
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(b)  the fact that personal information is being collected;

(c) the purpose for which the personal information is being collected,
including whether the personal information is to be used for direct
marketing activities;

(d)  whether any sensitive personal information is to be collected, and the
nature of that personal sensitive personal information;

(e)  theintended recipient of the personal information;

(f)  whether or not the supply of the personal information is voluntary or
required by law, and any legal authorisation for that collection;

(g) the consequences for the data subject if all or any of the requested
personal information is not provided;

(h)  whether or not the personal information will be further processed and
whether the consent of the data subject will be required for the further
processing;

(i)  any other person or type of person to which the data controller usually
discloses personal information of the kind collected by the data
controller;

(j)  the data subject’s right of access to, and the possibility of correction of
and deletion of, the personal information provided,

(k)  the data subject’s right under section 43 to prevent or cease the use of his
personal information for direct marketing purposes;

(1)  whether the data controller is likely to disclose the personal information
to overseas recipients; and

(m) if the personal information is to be disclosed to overseas recipients, the
countries in which such recipients are likely to be located if it is
practicable to specify those countries.

(2) A data controller is not required to comply with subsection (1) where —

(a) compliance with subsection (1) in respect of a second or subsequent
collection would be to repeat, without any material difference, what was
done in compliance with subsection (1) in regards to a first or previous
collection; or

(b)  compliance with subsection (1) is not reasonably practicable at the time
of collection and the data controller makes available to the data subject
all information required under subsection (1) as soon as is reasonably
practicable.

(3) When a data controller, or a data processor operating on its behalf, collects
personal information other than from the data subject, the data controller shall
ensure that the data subject is provided with the information listed in subsection
(1) as soon as is reasonably practicable.

(4) A data controller does not have to comply with subsection (3) if —
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(a) the data subject has consented to the transfer of his personal information
to the data controller from another source; or

(b)  the data controller received the personal information from a related body
corporate.

(5) The provision by a data controller to a data subject of clear and easily accessible
instructions on how to obtain the information on the matters referred to in
subsection (1) shall be considered sufficient provision of information to satisfy
subsection (1) or (3), unless the data controller could reasonably have known
that the data subject would not be able to access or understand that information.

34 Personal information to only be retained for as long as necessary

(1)  Subject to subsection (4), a data controller shall not retain, or permit a data
processor operating on its behalf to retain, any personal information for longer
than is necessary to fulfil the purpose for which the personal information is
collected or otherwise processed.

(2)  Subject to subsection (4), where retention of personal information is no longer
necessary to fulfil the purpose for which it was collected or otherwise
processed, the data controller shall, within a reasonable time —

(a)  return the personal information and all copies and embodiments of the
personal information to the data subject;

(b)  destroy the personal information and all copies and embodiments of the
personal information;

(c) permanently de-identify the personal information; or

(d)  if the personal information is held in an electronic format, render that
personal information and all copies and embodiments of the personal
information permanently inaccessible to any person.

(3)  This section does not apply —

(a) to a data controller that collects personal information for historical,
archival, statistical or research purposes; or

(b)  where further retention is required or authorised by law.

(4)  The Minister may make regulations under section 68 to provide for information
to be retained for a longer period in relation to certain categories or classes of
personal information, or certain data controllers or classes of data controllers.

35 Engagement of a data processor

(1)  Where a data controller engages the services of a data processor, or any data
processor engages the services of another data processor, the engaging data
controller or data processor shall take reasonable measures to ensure that the
engaged data processor shall—
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(a) assist the engaging data controller or data processor, as the case may be,
by appropriate technical and organisational measures, where practical, in
complying with the principles and obligations set out in this Part III
applicable to either such engaging data controller or, in the case of an
engaging data processor, the ultimate data controller who or which, alone
or jointly with others, determines the purposes and means of the
processing of the personal information being processed,

(b) provide the engaging data controller or data processor, as applicable,
with any information it reasonably requires to comply and demonstrate
compliance with this Act; and

(c) notify the engaging data controller or data processor, as the case may be,
when any new data processors are engaged.

Reasonable measures under subsection (1) include a written agreement between
the data controllers and the data processor or between data processors, as the
case may be.

The Commission may issue and publish guidance on the nature of such
measures.

DIVISION 2 — SECURITY OF PERSONAL INFORMATION

Security of personal information

(1

2

3)

Each data controller and data processor shall ensure the security, integrity and
confidentiality of personal information in its possession or under its control by
implementing appropriate and reasonable technical and organisational
measures to prevent —

(a) accidental, unauthorised or unlawful loss, misuse or destruction of or
damage to such personal information; and

(b)  unlawful or unauthorised access to or processing of such personal
information.

The technical and organisational measures required under subsection (1)
include, but are not limited to, reasonable measures to —

(a)  identify all reasonably foreseeable internal and external risks to personal
information in its possession or under its control;

(b)  establish and maintain appropriate safeguards against the risks identified;
(¢) regularly verify that those safeguards are effectively implemented; and

(d) ensure that those safeguards are regularly updated in response to new
risks or deficiencies in previously implemented safeguards.

Reasonable measure under subsection (2) may include —

(a) pseudonymization or other methods of de-identification of personal
information,;
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(b)  encryption of personal information;

(c) processes to ensure security, integrity, confidentiality, availability and
resilience of processing systems and services;

(d)  processes to restore availability and access to personal information in a
timely manner in the event of a physical or technical incident; and

(e) periodic assessments of risks to processing systems and services,
including without limitation where the processing involves the
transmission of personal information over an electronic communications
network.

In complying with subsection (1), a data controller or data processor shall —

(a) have due regard to accepted data security practices and procedures that
may apply to it generally or be required according to specific industry or
professional rules, regulations or policies; and

(b) take into account —
(i)  the amount and sensitivity of the personal information;

(i) the nature, degree and likelihood of harm to data subjects that
could result from the loss, disclosure or other misuse of the
personal information;

(iii) the extent of the processing;
(iv) the period of personal information retention; and

(v) the availability and cost of any technologies, tools or other
measures to be implemented relative to the size of the data
controller or data processor.

37 Personal information breaches

)

2

When a personal information breach has occurred with respect to personal
information being stored or otherwise processed by a data processor, or a data
processor operating on its behalf, the data processor shall —

(a) notify the data controller or data processor that engaged it within
seventy-two hours after becoming aware thereof, describing the nature
of the personal information breach including, where possible, the
categories and approximate numbers of data subjects and personal
information records concerned; and

(b)  respond without undue delay to all information requests from the data
controller or data processor that engaged it as they may require to comply
with their obligations under this section.

When a personal information breach has occurred with respect to personal
information being stored or otherwise processed by a data controller or a data
processor acting on its behalf and is likely to result in a risk to the rights and
freedoms of individuals, the data controller shall notify the Commission of the
breach within seventy-two hours after having become aware of it, describing
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the nature of the personal information breach including, where possible, the
categories and approximate numbers of data subjects and personal information
records concerned.

When such a personal information breach is likely to result in a high risk to the
rights and freedoms of a data subject—

(a)  the data controller shall communicate the personal information breach to
the data subject without undue delay in plain and clear language,
including advice about measures the data subject could take to mitigate
effectively the possible adverse effects of the data breach; and

(b) ifa direct communication to the data subject under subsection (a) would
involve disproportionate effort or expense or is otherwise not feasible,
the data controller may instead make a public communication in one or
more widely-used media sources such that data subjects are likely to be
informed.

In evaluating whether a personal information breach is likely to result in a high
risk to the rights and freedoms of a data subject under subsection (3), the data
controller and the Commission may take into account—

(a) the likely effectiveness of any technical and administrative measures
implemented to mitigate the likely harm resulting from the personal
information breach, including any encryption or de-identification of the
data;

(b) any subsequent measures taken by the data controller to mitigate such
risk; and

(c) the nature, scope and sensitivity of the personal information involved.

The notifications and communications referred to in subsections (1), (2) and (3)
shall, in addition to the requirements of those subsections, —

(a) communicate the name and contact details of a point of contact of the
data controller or data processor making the notification or
communication where more information can be obtained;

(b) in the case of the notifications in subsections (2) and (3), describe the
likely consequences to affected data subjects of the personal information
breach; and

(c)  describe the measures taken or proposed to be taken by the data controller
or data processor making the notification or communication to address
the personal information breach, including, where appropriate, measures
to mitigate its possible adverse effects.

The data controller may extend the seventy-two-hour period set out in
subsection (2) to accommodate the legitimate needs of law enforcement or as
reasonably necessary to implement measures required to determine the scope
of the breach, provided that the data controller provides to the Commission the
grounds for such extension, including supporting evidence.
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The Commission may at any time make a public communication about a
personal information breach notified to it under subsection (2) if it considers
the steps of the data controller to inform data subjects inadequate.

The data controller and data processor shall keep a record of all personal
information breaches, comprising the facts relating to the personal information
breach, its effects and the remedial action taken in a manner that enables the
Commission to verify compliance with this section.

Where, and in so far as, it is not possible for a data controller or data processor
to provide all information required under this section at the same time, the
information may be provided in phases without undue further delay.

The Commission may issue and publish guidance on the steps to be taken by
data controllers and data processors to comply with this section.

This section shall not apply until the second anniversary of the commencement
date.

38 Personal information protection impact assessments

)

2

(€))

The Minister may pass regulations under section 68 to require data controllers
to carry out a personal information protection impact assessment where
processing is likely to result in high risk to the rights and freedoms of a data
subject by virtue of its nature, scope, context and purposes.

For purposes of this section, a “personal information protection impact
assessment” means an assessment of the impact of the envisaged processing on
the protection of personal information comprising —

(a) a systematic description of the envisaged processing and its purpose,
including where applicable the legitimate interest pursued by the data
controller, data processor or third party;

(b)  an assessment of the necessity and proportionality of the processing in
relation to the purposes for which the personal information would be
processed;

(c) anassessment of the risks to the rights and freedoms of data subjects; and

(d)  the measures envisaged to address the risks and the safeguards, security
measures and mechanisms to ensure the protection of personal
information and to demonstrate compliance with this Act, taking into
account the rights, and legitimate interests of data subjects and other
persons concerned.

The regulations described in section 47(1) may include, without limitation —

(a)  requirements for carrying out a personal information impact assessment;
and

(b) lists of the kinds of processing which are, and which are not, subject to
the requirement for a personal information protection impact assessment.
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DIVISION 3 — TRANSFERS OF PERSONAL INFORMATION OUTSIDE THE
KINGDOM

39 Transfers of personal information outside the Kingdom

(1)  Subject to subsection (2), a data controller or data processor shall not transfer
personal information to a country or territory outside the Kingdom unless —

(a) the Commission has given written consent to the transfer; or

(b)  the recipient of the personal information is subject to a law, binding
corporate rules, contractual clauses, code of conduct or certification
mechanism that affords an adequate level of protection with respect to
the personal information in accordance with section 40.

(2)  Subsection (1) shall not apply where —

(a) the data subject has given and not withdrawn consent to such transfer
after having been informed of the possible risks of such transfers for the
data subject due to the absence of adequate protections;

(b)  the transfer is necessary for —

(i)  the performance of a contract between the data subject and the
relevant data controller, or for the taking of steps at the request of
that data subject with a view to that data subject entering into a
contract with the relevant data controller; or

(i)  the conclusion of a contract between the relevant data controller
and a person other than the data subject, which is entered at the
request of that data subject, or is in the interest of that data subject,
or for the performance of such a contract;

(c) the transfer is for the benefit of the data subject and—

(i) it is not reasonably practicable to obtain the consent of the data
subject to that transfer; and

(i) if it were reasonably practicable to obtain such consent, the data
subject would likely give it.

(d)  an exception or exemption under section 51 of this Act applies; or

(e)  the transfer is made on terms that are approved by the Commissioner as
ensuring adequate safeguards for the protection of the rights of the data
subject.

40 Determining adequacy

(1) A level of protection is adequate for the purposes of subsection 39(1)(b) if it
upholds principles that are substantially similar to the conditions for processing
of the personal information provided for in this Act, including in relation to the
onward transfer of personal information to other countries.
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The adequacy of protection referred to subsection (1), shall be assessed taking
into account —

(a) the availability of enforceable data subject rights, the ability of data
subjects to enforce their rights through administrative or judicial redress,
and the rule of law generally;

(b) the existence of any legally binding instrument between the Commission
and a relevant public authority in the recipient country addressing
elements of adequate protection referred to in subsection (1);

(c) the access of a public authority to personal information;

(d) the existence of effective personal information protection or privacy
laws;

(e) the existence and functioning of an independent, competent personal
information protection or supervisory authority with adequate
enforcement powers; and

(f) international commitments and conventions binding on the relevant
country and its membership of any multilateral or regional organisations.

The Commission may from time to time designate any country, region or
specified sector within a country, or standard contractual clauses as affording
or as not affording an adequate level of protection under subsection (1).

The Commission may approve binding corporate rules, codes of conduct or
certification mechanisms proposed to it by a data controller, where the
Commission determines that the adequacy requirements under subsection (1)
are met.

The absence of a determination by the Commission under subsection (3) or (4)
with respect to a country, territory, sector, binding corporate rule, contractual
clause, code of conduct or certification mechanism, it shall not imply the
adequacy or inadequacy of the protections afforded by it.

The Commission may make a determination under subsection (3) based on
adequacy decisions made by competent personal information protection
authorities of other jurisdictions where such decisions have taken into account
factors similar to those listed in subsection (2).

DIVISION 4 — POLICIES AND PROCEDURES

41 Data controllers and data processors to maintain appropriate policies,
procedures and documentation

Each data controller and data processor shall —

(a) develop, maintain and implement such policies and practices as are
necessary for it to comply with its obligations under this Act;
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(b)  develop a process to receive and respond to complaints that may arise
with respect to the application of this Act;

(c) communicate to its staff the policies, practices and processes referred to
in subsections (a) and (b); and

(d) make available to any member of the public on that person’s request
information about the policies, practices and processes referred to in
subsections (a) and (b).

PART IV - RIGHTS OF DATA SUBJECTS

42 Rights to be informed about, access, correct and have deleted personal
information

A data subject has the right to obtain from a data controller, without constraint or
unreasonable delay and at no expense—

(a) confirmation as to whether or not the data controller, or a data processor
operating on its behalf, is storing or otherwise processing personal
information relating to the data subject and the source of such personal
information;

(b) a copy of such personal information in a commonly used electronic
format except to the extent that providing such data would impose
unreasonable costs on the data controller, in which case the data subject
may be required by the data controller to bear some or all of such costs;

(c)  correction, or if correction is not feasible or suitable, deletion of any such
personal information that is inaccurate, out of date, incomplete or
misleading; and

(d) deletion of any such personal information which the data controller is not
entitled to retain.

43 Right to stop the processing of personal information for direct
marketing purposes

(1) A data subject may, at any time, by notice in writing, request a data controller
(a) tostop;or
(b)  not to begin,

the processing of that data subject’s personal information for the purposes of
direct marketing.

(2)  Where the data controller receives a request under subsection (1) it shall, as
soon as reasonably practicable and in any event not more than 30 days after the
request has been received —
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(@) where the personal information is kept only for purposes of direct
marketing, erase, destroy, render inaccessible or permanently de-identify
the personal information; or

(b)  where the personal information is kept for direct marketing and other
lawful purposes, refrain from processing the information for direct
marketing.

The data controller shall notify a data subject in writing of any action taken
under subsections (2) and (3) and, where appropriate, inform them of the other
purposes for which the personal information is being processed.

44 Right not to be subject to a decision based solely on automated
processing

A data subject has the right not to be subject to a decision based solely on automated
processing of personal information, including profiling, which produces legal or
similar significant effects concerning him, except where such decisions are—

(a) necessary for entering into, or performance of, a contract between the
data subject and a data controller;

(b) authorized by a written law which establishes suitable measures to
safeguard the fundamental rights and the interests of the data subject; or

(c) authorized by the consent of the data subject.

45 Right to object to processing

)]

2

A data subject has the right to object on grounds relating to his particular
situation to the processing of personal information relating to him based on
section 27(1)(b)(v) or 27(1)(b)(viii) including profiling, if he can demonstrate
that —

(a)  such processing is causing or is likely to cause substantial damage or
substantial distress to him or to another person; and

(b)  such distress or damage is or would be unwarranted.
The data controller may no longer process such personal information unless it

demonstrates a public interest or other legitimate grounds which outweigh any
unwarranted distress or damage demonstrated.

46 Right to withdraw consent

(M

2

A data subject has the right to withdraw his consent to processing of personal
information at any time when relied on under a provision of this Part III.

The data controller shall ensure that it is as easy for the data subject to withdraw
as to give consent.
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47 Right to portability of personal information

(1)  The Minister may pass regulations under section 68 to establish a right of data
subjects to portability of personal information.

(2)  Any such right to portability of personal information shall entitle the data
subject to —

(a) receive from a data controller personal information concerning them in a
structured, commonly used and machine-readable format;

(b) transmit the personal information obtained under subsection (a) to
another data controller without any hindrance; and

(c)  where technically possible, have the personal information transmitted
directly from one data controller to another.

(3)  The regulations described in subsection (1) may prescribe the circumstances in,
and conditions on, which such a right would apply to a data subject and the
obligations it would impose on a data controller or categories of data
controllers, including questions of costs and timing.

PART V — EXCEPTIONS AND EXEMPTIONS

48 Information to which this Act does not apply

(1)  No part of this Act shall apply to the collection or other processing of personal
information if that information has been —

(a) published in a generally available publication; or

(b)  permanently de-identified.

(2)  Subsection (1)(a) does not prevent this Act from applying to the collection or
processing of personal information prior to its publication in a generally
available publication.

49 Data controllers and data processors to whom this Act does not apply

(1)  No part of this Act shall apply to the collection or other processing of personal
information —

(a) by one or more individuals solely for personal, family, household affairs,
or recreational purposes; or

(b) by or on behalf of a public authority —

(i)  for the purpose of national security, including activities that are
aimed at assisting in the identification of the financing of terrorist
and related activities, defence or public safety;

(i) for the purpose of the prevention or detection of unlawful
activities;
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(iii) for the purpose of the investigation or proof of criminal offences
or the prosecution of criminal offenders;

(iv) for the purpose of the execution of sentences or of security
measures; or

(v)  for the purpose of research relevant to public health or public
safety;

in each case, so long as such processing as is carried out uses suitable
measures to safeguard the fundamental rights and the interests of the data
subject.

(c) by amedia organisation —
(i)  in the course of journalism; and

(ii)) at a time when the organisation is publicly committed to observe
standards that deal with privacy in the context of the activities of
a media organisation, and that have been published in writing by
the organisation or a person or body representing a class of media
organisations.

(2) Nothing in subsection (1)(b) shall be taken to authorise a public authority to
collect or process personal information if that collection or processing is not
otherwise authorised by law.

50 Processing to which this Act does not apply

(1)  No provision of this Act shall prevent the processing of information —

(a) that is required or authorised to be processed under any law of the
Kingdom or any order of a court;

(b)  for the purpose of, or in connection with, any on-going or prospective
legal proceedings;

(c)  for the purpose of obtaining legal advice;

(d) for the purposes of a “Commission” conducted under the Royal
Commissions Act; or

(e)  for the purpose of establishing, exercising or defending legal rights.

(2)  No provision of this Act shall require the disclosure of information that —
(a) 1is the subject of legal professional privilege or parliamentary privilege;

(b) is for the purpose of, or in connection with, any on-going or prospective
legal proceedings; or

(c)  would reveal evidence of the commission of any offence other than a
contravention of this Act.

(3)  Subsection (2)(c) does not apply to a disclosure of information that is —

(a)  required to be provided under an information notice under section 58; or
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(b)  obtained by the exercise of a power of entry, search and seizure under
section 61.

51 Minister may create further exemptions

(1

2

)

“4)

The Minister, upon the recommendation of the Commission, may by
declaration exempt certain data controllers or data processors or classes of data
controllers or data processors from the requirements of some or all of this Act

The Minister may, upon the recommendation of the Commission, make
regulations under section 68 prescribing other exemptions or exceptions from
the requirements of this Act.

The Minister shall not exercise a power under subsections (1) or (2) unless the
Minister has reached the conclusion that the exercise of such power is
consistent with —

(a)  the right of every individual to the privacy of their personal information;
and

(b)  the purpose of this Act.

In exercising a power under subsections (1) or (2) the Minister shall have regard
to —

(a) the provisions of this Act; and

(b)  the benefits to Tongan society of strong protections for the privacy of
personal information.

PART VI - ENFORCEMENT AND PENALTIES

DIVISION 1 — PENALTIES AND ENFORCEMENT

52 General penalty

(1

2)

Subject to subsection (2), every omission or failure to comply with, and every
act done or attempted to be done contrary to this Act or any instrument made
under this Act (other than guidelines), or a declaration made under this Act by
the Minister or the Ministry, or a direction made under this Act by the Minister
or the Ministry, or a determination made under this Act by the Minister or the
Ministry, shall be deemed to be a contravention of this Act.

A failure by the Minister, the Commission or the Commissioner to comply with
its obligations under this Act is not a contravention of this Act of the purposes
of subsection (1), and shall not attract a civil penalty.
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53 Civil actions for recovery of pecuniary penalties

(1

2

The Commission or the Attorney-General may institute proceedings in a court
of competent jurisdiction for contravention of this Act by a data controller or a
data processor.

A proceeding under subsection (1) shall be commenced within 6 years after the
relevant contravention concerned.

54 Pecuniary penalties for contravention of this Act

e

(@)

3

“

)

(6)

If a court of competent jurisdiction is satisfied that a data controller or data
processor has contravened a provision of this Act, the court may order that data
controller or data processor to pay such pecuniary penalty, in respect of each
contravention, as the court determines to be appropriate.

The standard of proof in a proceeding under subsection (1) is the standard of
proof applying in civil proceedings.

Subject to subsection (4), a pecuniary penalty under subsection (1) shall be an
amount the court determines appropriate having regard to all relevant matters
including —

(a)  the nature and extent of the contravention;

(b)  the nature and extent of any loss or damage suffered as a result of the
contravention;

(c)  the circumstances in which the contravention took place; and

(d)  whether the data controller or data processor has previously been found
by a court of competent jurisdiction in proceedings under this Act to have
engaged in any similar conduct.

A pecuniary penalty ordered under subsection (1) for a contravention —

(a) by an individual, shall not exceed $5000 for a first contravention or, for
a subsequent contravention, the greater of $30,000 or 3 times the value
of the benefit that the individual has obtained directly or indirectly from
the contravention; and

(b) by any other organisation or a public authority, shall not exceed $30,000
for a first contravention or, for a subsequent contravention, $100,000.

Where the conduct involves multiple contraventions of this Act, a proceeding
may be instituted under this section against a data controller or data processor
in relation to each contravention, but the data controller or data processor is not
liable to more than one pecuniary penalty under this section in respect of the
same conduct.

Any pecuniary penalties payable under this Act are to be paid into the Privacy
Commission Fund.
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55 Enforcement notices

(1

2

3)

“4)

)

(6)

(7

Where the Commission is of the opinion that a data controller or data processor
has contravened or is contravening a provision of this Act, the Commission
may, subject to this section, serve an enforcement notice on the data controller
or data processor.

An enforcement notice issued under subsection (1) shall be in writing and

specify —

(a) the provision or provisions of this Act or the regulations that the
Commission considers the data controller or data processor has
contravened or is contravening;

(b) the reason the Commission has formed the opinion that the data
controller or data processor has contravened or is contravening this Act;

(c) the action the Commission requires the data controller or data processor
to take in order to remedy the relevant contravention;

(d)  the time in which the enforcement notice shall be complied with; and

(e) that the data controller or data processor who is the subject of the notice
has the right to apply for review of the notice according to the provisions
of section 65.

The action that the data controller or data processor may be required to take
under an enforcement notice issued under subsection (1) may include, but is not
limited to —

(a) rectification, correction, alteration or destruction of personal information
or other data; or

(b)  ceasing the processing of certain personal information or other data,
either entirely or for a particular purpose or purposes.

An enforcement notice issued under subsection (1) shall not require the
payment of any money by any person to any other person, including the
payment of any pecuniary penalty.

The timeframe specified in subsection (2)(d) shall not be less than the
timeframe allowed to lodge an application for review under section 65.

A data controller or data processor in receipt of an enforcement notice issued
by the Commission in accordance with subsection (1) shall comply with the
requirements of the notice within the specified timeframe.

A person that fails to comply with subsection (6) shall have contravened this
Act.

56 Enforceable undertakings

(1

The Commission may accept a written undertaking from a data controller or a
data processor in connection with any conduct to which this Act applies,
including but not limited to undertakings that the person will —
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(@)

3

(a) cease or remedy any specified acts or omissions by such time and subject
to such conditions as the Commission may require;

(b)  meet with other persons, on such terms as the Commission may require,
in order to resolve any dispute amongst the parties;

(c)  publish an acknowledgement and apology for specified acts or omissions
in a suitable public newspaper in such form and at such times as the
Commission may require; or

(d) provide periodic reports to the Commission to assist the Commission in
monitoring compliance and assessing the impact on privacy, personal
information security and personal information.

If a data controller or data processor fails to comply with a written undertaking
accepted by the Commission under subsection (1), the Commission may apply
to a court of competent jurisdiction for an order in accordance with this section.

Upon application by the Commission, if a court of competent jurisdiction is
satisfied that a data controller or data processor has failed to comply with a
written undertaking accepted by the Commission under subsection (1), the
court may make any or all of the following orders —

(a) an order directing a data controller or data processor to comply with the
written undertaking accepted by the Commission under subsection (1);

(b) an order to pay an amount equal to the value of any financial benefit
obtained by the data controller or data processor as a result of its failure
to comply with the written undertaking accepted by the Commission
under subsection (1); or

(c) any other order the court considers appropriate.

57 Third party actions

e

2

(€))

A data subject who has sustained loss or damage as a result of the conduct of a
data controller or data processor that amounted to a contravention of this Act
or any instrument made under this Act (other than guidelines) may, in a court
of competent jurisdiction, recover the amount of loss or damage by action
against the data controller or data processor in contravention of the Act or any
other person involved in the contravention.

Proceedings under this section may be commenced by the Commission, as
representative of a class of persons suffering loss or damage.

The Commission may, subject to any conditions imposed by the court,
intervene in any proceeding instituted under subsection (1).
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58

DIVISION 2 — INVESTIGATION AND INFORMATION GATHERING

Information notices

(1

2

3)

4

)

The Commission may, by a written information notice served on any person,
request that person to furnish to the Commission, in a form which is intelligible,
retrievable and portable —

(a) information and documentation about the processing of personal
information;

(b) information about the security of processing of personal information;

(c) information and documents about policies, procedures and
documentation kept by a data controller or data processor in compliance
with section 41; and

(d) any other information in relation to matters specified in the notice as is
necessary or expedient for the performance by the Commission of its
functions and exercise of its powers and duties under this Act or the
regulations.

The Commission shall ensure that —
(a) anotice under subsection (1) specifies —
(1)  that the notice is an order under this section;

(i)  the timeframe (or timeframes) by which the person shall provide
the information or access;

(iii) the manner and form in which the information or access should be
provided; and

(iv) that the person to whom the notice was addressed has a right to
apply for review of the decision under section 65 against the
requirement in the notice; and

(b)  thetimeframe or (timeframes) under subsection (a)(ii) provide the person
a reasonable time to respond to the requirements of the notice.

Subject to subsection (6), a law in force in the Kingdom or a rule of law
prohibiting or restricting the disclosure of information shall not preclude a
person from complying with an information notice provided under
subsection (1).

A person in receipt of an information notice issued by the Commission in
accordance with subsection (1) shall comply with the requirements of the notice
within the specified timeframe.

Subject to subsection (6) a person that —
(a)  fails to comply with subsection (4); or

(b) wilfully or through gross negligence provides false or misleading
information to the Commission in response to a notice issued by the
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(6)

(7

®)

Commission in accordance with subsection (1), shall have contravened
this Act.

Nothing in this section shall require a person to —
(a)  disclose or provide access to information that —

(i)  inthe opinion of the Minister responsible for national security was
or is kept for the purpose of safeguarding the security of the
Kingdom;

(ii)  is the subject of a relevant exception under Part V of this Act; or

(iii)  is expressly excluded from the requirements of subsection (1) by
a law in force in the Kingdom; or

(b) perform any act or disclosure that it is not reasonably capable of
performing.

A person is not excused from furnishing information or producing a document
in pursuance of this section on the ground that the information or document
may tend to incriminate the person, but such information or document is not
admissible in evidence against the person in criminal proceedings.

The timeframe specified in subsection (2)(a)(ii) shall not be less than the
timeframe allowed to lodge an application for review under section 65.

59 Investigation of complaints

(1)  The Commission may —
(a) on complaint by a data subject; or
(b)  on the Commission’s own motion,
investigate, or cause to be investigated, whether any provision (or provisions)
of'this Act or the regulations have been, are being or are likely to be contravened
by a data controller or data processor.
(2) Where a complaint is made to the Commission under subsection (1)(a), the
Commission shall —
(a) investigate the complaint, or cause it to be investigated by an authorised
officer of the Commission; and
(b) assoon as is reasonably practicable, notify the data subject concerned of
the Commission’s decision in relation to the investigation.
(3) Nothing in subsection (2)(a) shall require the Commission to investigate a
complaint if —
(a) the Commission reasonably concludes that the complaint is frivolous or
vexatious; or
(b) the person complaining is not the data subject, or an authorized
representative thereof, in relation to the personal information that is the
subject of the complaint.
Page 44 Act 34 of 2025 Kingdom of 4

Tonga



Privacy Act 2025 Section 60

“4)

A complaint made under subsection (1)(a) shall be in writing or in such other
form as the Commission authorises.

60 Notification of investigation

(1

2

Before commencing an investigation of a data controller or data processor
under this Act, the Commission shall provide notice of the investigation to the
data controller or data processor that is the subject of the investigation.

The notice given under subsection (1) shall include
(a) the Commission’s intention to undertake the investigation; and

(b)  the substance of the complaint that has initiated the investigation, or the
reason for the investigation.

61 Powers of entry, search and seizure

(1

2

3)

An authorised officer of the Commission may, under a warrant issued by a
Magistrate, enter any premises and may —

(a)  search the premises;
(b) inspect and take photographs or make sketches;

(c) inspect any book, record, document, database, or electronic file kept at
the premises;

(d) operate and test any equipment found there which is used or intended to
be used for the processing of personal information; and

(e) remove or make copies of any book, database, or electronic file,

to the extent that it is reasonably necessary to ascertain whether there has
been compliance with the provisions of this Act.

Where an authorised officer of the Commission has reasonable grounds for
suspecting that there may be on or in any premises a particular thing that may
provide evidence concerning a contravention of this Act, the authorised officer
may, under a warrant issued by a Magistrate, search the premises and seize the
thing.

An authorised officer of the Commission shall not exercise the powers of
inspection and seizure conferred by a warrant issued under subsection (1) in
respect of information that the authorised officer knows or reasonably suspects
is —

(a)  kept for the purpose of safeguarding the security of the Kingdom;

(b)  excluded from disclosure under Part V of this Act; or

(c) expressly excluded from the requirements of subsection (1) by a law in
force in the Kingdom.
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Q)

6))

Information or a document obtained through search and seizure under this
section is not admissible in evidence against the person in criminal proceedings
other than proceedings under, or arising out of, this Act.

A person shall not —

(a)
(b)

(c)

obstruct or impede an authorised officer of the Commission in the
execution of a warrant issued under subsection (1);

refuse to allow an authorised officer of the Commission to enter any
premises the authorised officer is permitted to enter under a warrant
issued under subsection (1); or

give false or misleading information to an authorised officer of the
Commission who is executing a warrant under subsection (1).

62 Commission may authorise release of things seized.

The Commission may authorise anything seized by an authorised officer of the
Commission under section 61 to be released to the owner, or to the person from whom
the thing was seized, either unconditionally or on such conditions as the Commission
thinks fit.

63 Results of investigation or information notice

If, after receiving information in response to an information notice under section 52
or after an investigation under section 59, the Commission forms the reasonable
opinion that a contravention of this Act has occurred, the Commission shall either —

(a)
(b)
(c)
(d

commence a civil action to recover a pecuniary penalty under section 53;
issue an enforcement notice under section 55;
seek an enforceable undertaking under section 56; or

refer the issue to the Minister or the Attorney General for further action,
as is appropriate in the circumstances of each case.

64 Confidentiality of information

The Commission shall —

(a)

(b)

only use information obtained under this Division for the purposes of
performing its functions, exercising its powers or discharging its duties
under this Act; and

keep any information obtained under this Division confidential and not
disclose that information except —

(i)  for the purposes of performing its functions, exercising its powers
or discharging its duties under this Act;

(i)  with the consent of the person that provided the information, and,
where relevant, the data subject; or
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(iii) where the Commission is otherwise permitted by this Act or is
required by law to disclose that information.

DIVISION 3 — REVIEW MECHANISMS

65 Review options

(1

2

A person directly affected by a reviewable decision may apply —

(a)  for reconsideration of the decision under section 66; or

(b)  toa court for judicial review of the reviewable decision.

A reviewable decision is one of the following —

(a) adecision to issue an enforcement notice under section 55; or

(b) adecision to issue an information notice under section 58.

66 Reconsideration of decisions by the Commission

(1

2

3)

4

)

(6)

A person directly affected by a reviewable decision of the Commission may
apply to the Commission for reconsideration of the decision within 10 business
days of the decision of which reconsideration is sought being notified to that
person.

An application under subsection (1) shall specify —
(a)  the decision of the Commission to which the application relates;
(b)  the reasons for which the reconsideration is sought; and

(c) the decision sought to be reconsidered.

The Commission shall, within 20 business days from receipt of an application
under subsection (1), consider the application and notify the applicant as to
whether the decision will be reconsidered.

If the applicant has not received a response to the application within 20 business
days after the filing of an application for reconsideration of a decision, the
Commission shall be deemed to have affirmed the decision in respect of which
the application for reconsideration was made.

If the Commission decides to reconsider the decision, it shall comply with the
same procedures required to be complied with when the decision was first
made.

A decision under reconsideration shall continue in force during the
reconsideration unless the Commission elects to suspend the commencement
of the decision by notifying the person who made the application under
subsection (1).
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67

68

69

PART VII - MISCELLANEOUS PROVISIONS

Service of notices

Unless otherwise expressly provided in this Act, any document required or authorised
by this Act to be provided to or served on any person, may be provided or served on
the person concerned by —

(a) delivering it to the person or to some adult member or employee of that
person’s family at the person’s last known residence;

(b) leaving it at that person’s usual or last known residence or place of
business in a cover addressed to the person;

(c) affixing it to some conspicuous part of that person’s last known
residence;

(d) sending it by registered post addressed to that person at that person’s
usual or last known residence or place of business; or

(e)  where the person is a body corporate, public authority or other entity —

(i)  delivering it to the secretary or other similar officer of the body
corporate, public authority or other entity at its registered or
principal office; or

(ii)) sending it by registered post addressed to the body corporate,
public authority or other entity at its registered or principal office.

PART VIll - REGULATIONS AND TRANSITIONAL
PROVISIONS

Regulations

The Minister may, subject to the approval of the Cabinet, make regulations, which are
not inconsistent with this Act and other laws, prescribing any or all matters which by
this Act are required or permitted to be prescribed for carrying out or giving effect to
this Act, or for the conduct of the business of the Ministry.

Minister may regulate transitional arrangements

The Minister may make regulations under section 68 dealing with transitional
arrangements, including such arrangements as are necessary to allow the Attorney-
General to ensure compliance with this Act until a Commissioner is appointed under
section 11.

Passed by the Legislative Assembly on this 6™ day of August 2025.
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