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Cybersecurity Act 2025 Section 1

CYBERSECURITY ACT 2025
Act 14 of 2025

AN ACT FOR THE ENHANCEMENT OF CYBERSECURITY IN TONGA

I assent,
TUPOU VI,
28 August 2025.

BE IT ENACTED by the King and Legislative Assembly of Tonga in the
Legislature of the Kingdom as follows:

PART | - PRELIMINARY

1 Short title and Commencement
(1)  This Act may be cited as the Cybersecurity Act 2025.

(2)  This Act shall come into force on a date proclaimed by Cabinet.

2 Interpretation
In this Act, unless the context otherwise requires —

“Board” means the Cybersecurity Advisory Board established in section 6 of
this Act;

“CERT” means the Computer Emergency Response Team established in
section 9 of this Act;
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Section 3 Cybersecurity Act 2025

“critical infrastructure” means the physical, electronic or virtual
infrastructure assets, systems and networks designated as such by the Minister
CPR under section 11 of this Act, and for the purposes of this definition,
“virtual infrastructure assets” include any operating system-based or
software-based infrastructure assets, whether locally or remotely accessed;

“cybersecurity incident” means any act or attempt, threat, successful or
unsuccessful, to gain unauthorised access to, disrupt or misuse an information
system or information stored on an information system;

“Minister CO” means the Minister responsible for cybersecurity operations;

“Minister CPR” means the Minister responsible for cybersecurity policy and
regulation;

“Ministry CO” means the Ministry responsible for cybersecurity operations;

“Ministry CPR” means the Ministry responsible for cybersecurity policy and
regulation; and

“operator of critical infrastructure” means the legal owner or operator of
critical infrastructure, and in the case of joint ownership or joint operators, each
such owner or operator.

3 Act binds the Crown
This Act shall bind the Crown.

PART Il - ORGANISATION OF FUNCTIONS IN
CYBERSECURITY

4 Division of cybersecurity functions among ministries

(1)  The Kingdom’s cybersecurity functions shall be divided as set forth in this Act
among two Ministers —

(a) Minister CPR; and
(b)  Minister CO.

(2) The Prime Minister shall designate the Ministers which shall serve as the
Minister CPR and the Minister CO, respectively.

(3) Nothing in this Act shall prevent the Prime Minister from designating a single
Minister to serve as both the Minister CPR and Minister CO.
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PART lll - CYBERSECURITY POLICY AND REGULATION

DIVISION 1 — POWERS, DUTIES AND FUNCTIONS

5 Powers, duties and functions of the Minister CPR

(1)  The Minister CPR shall have the following powers, duties and functions —

(a)

(b)

(c)

(d)

(e)
@)

(2

(h)

(1)

make policies for the protection of critical infrastructure, other
cybersecurity matters or any other matter relevant to the operation of
this Act;

encourage the introduction of technological and administrative measures
to enhance cybersecurity;

issue and publish guidance on cybersecurity measures to be implemented
by public and private sector entities or any other matter relevant to the
operation of this Act;

order an operator of critical infrastructure take to remedial or protective
or preventative action in connection with a reported cybersecurity
incident, threat of such an incident, or the results of an assessment
or audit;

prepare legislative proposals, with a view to amend existing laws to
strengthen cybersecurity in the Kingdom;

establish one or more Computer Security Incident Response Teams, in
addition to the CERT, to respond to cybersecurity incidents affecting the
information systems of individual ministries, departments, and agencies
of the Kingdom or any combination of the foregoing;

facilitate the Kingdom’s compliance with internationally accepted
cybersecurity principles, including any standards and obligations laid
down by international agreements and treaties to which the Kingdom is
a party;

cooperate with organisations for the purpose of performing its functions,

and assist such organisations to develop the policies, practices and
procedures required for compliance with this Act; and

participate in international fora and engage and collaborate with
supervisory authorities of other nations and regions, including through
the exchange of information and coordination of policies and legislation
relating to international cyberthreats and cybersecurity.

(2)  In fulfilling its functions under this Act, the Minister CPR shall have the power
to do all other things authorised by this Act or any relevant laws.

Kingdom of
Tonga
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DIVISION 2 — THE CYBERSECURITY ADVISORY BOARD

6 Establishment of the Board

The Cybersecurity Advisory Board is hereby established.

7 Members of the Board

)]
2

3

4

&)

(6)

The Minister CPR shall serve as the Chair and a member of the Board.

Subject to sub-section (3), the Minister CPR shall appoint members of the
Board.

The Minister CPR shall invite nominations for members of the Board from —
(a) the Attorney General;

(b) the Commissioner of Police;

(c)  the National Reserve Bank of Tonga;

(d)  such other operators of critical infrastructure as the Minister CPR may
determine; and

(e)  such other persons or entities as the Minister CPR may determine.

An individual to be considered for appointment to the Board shall be —
(a) aperson of integrity and good reputation; and

(b)  qualified to serve as a member of the Board by virtue of that person’s
knowledge of or experience in cybersecurity.

The Minister CPR may decline to appoint any individual nominated and
remove any sitting Board member who, in the Minister CPR’s sole
determination, does not meet the requirements of subsection (4).

Upon any refusal or removal under subsection (5), the Minister CPR shall invite
the relevant person or entity to nominate an alternative representative.

8 Functions and duties of the Board

)

The Board shall have the following functions and duties —

(a) serve as a forum for operators of critical infrastructure and law
enforcement to share information on matters relating cybersecurity;

(b)  advise the Minister CPR on matters relating to cybersecurity;

(c) provide feedback and suggestions on proposed or current policies,
guidance or actions of the Ministry CPR or the CERT, as applicable; and

(d) perform any other functions and duties consistent with this Act as
designated by the Minister CPR from time to time.
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(2) The Board shall meet quarterly, or at other intervals designated by the
Minister CPR.

PART IV - THE COMPUTER EMERGENCY RESPONSE TEAM

DIVISION 1 — ESTABLISHMENT OF THE CERT

9 Establishment of the CERT

The Computer Emergency Response Team is hereby established.

DIVISION 2 — POWERS, DUTIES AND FUNCTIONS

10 Powers, duties and functions of the Minister CO and CERT

(1)  The Minister CO shall have the following duties and functions, which he shall
delegate to the CERT —

(a)
(b)

(c)

(d)

(e)

()

(2
(h)

establish and coordinate national mechanisms to detect, share
information about, mitigate and respond to cybersecurity threats;

monitor cybersecurity incidents in the Kingdom, provide early warning,
alerts, announcements and dissemination of information to relevant
stakeholders about risks and incidents;

receive reports of cybersecurity incidents from operators of critical
infrastructure and share such reports with the Minister CPR;

recommend to an operator of critical infrastructure that it take remedial,
protective or preventative action in connection with a reported
cybersecurity incident or threat of such an incident, and otherwise
provide dynamic risk and incident analysis and situational awareness;

propose to the Minister CPR that he issue an order that an operator of
critical infrastructure take remedial action in connection with a reported
cybersecurity incident;

disseminate information relating to cybersecurity threats and incidents to
operators of critical infrastructure, other stakeholders and the public as
appropriate;

assist law enforcement in analysing and investigating cybersecurity
incidents;

assist government ministries, departments and agencies on operational
matters relating to cybersecurity;

carry out programs to promote public awareness and education on
matters relating to cybersecurity;

Kingdom of
Tonga
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Section 11 Cybersecurity Act 2025
() cooperate with cybersecurity emergency response teams and other
similar organisations in the Kingdom and abroad for the purpose of
developing and implementing cybersecurity measures, mitigating threats
and otherwise performing its functions; and
(k)  any other functions as approved by the Minister CO.
(2) In fulfilling his functions under this Act, the Minister CO, acting through the

CERT, shall have the power to do all other things authorised by this Act or any
other relevant law.

PART V — CRITICAL INFRASTRUCTURE

DIVISION 1 — DESIGNATION AND REGISTRATION

11 Designation of critical infrastructure

(1) The Minister CPR shall designate any physical, electronic or virtual
infrastructure assets, systems and networks as critical infrastructure if he
considers such infrastructure assets, systems and networks to be essential for
national security of the Kingdom or the economic or social well-being of
its citizens.

(2)  The Minister CPR shall publish in the Government Gazette any designations
made under subsection (1).

(3) In determining whether to make a designation under subsection (1), the
Minister CPR shall consider whether —

(a) the infrastructure assets, systems and networks are necessary for —
(i)  the security, defence or international relations of the Kingdom;
(ii))  the provision of services related to —
(A) electronic communications;
(B) Dbanking or other financial services;
(C) electrical energy;
(D) public transportation; or
(E) other public utilities and public services;
(iii) the protection of public safety or public health, including systems
related to essential emergency services; or
(iv) the functioning of the Government; or
(b) a disruption of the infrastructure assets, systems and networks would
likely result in —
(i)  the interruption of a life sustaining service, including the supply
of water, health services and energy;
Page 10 Act 14 of 2025 Kingdom o
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Cybersecurity Act 2025 Section 12

12

13

4)

)

(6)

(ii)) amaterial adverse effect on the economy of the Kingdom;

(iii) an event that would result in massive casualties or fatalities;

(iv) failure or substantial disruption of financial services in the
Kingdom; or

(v) amaterial adverse effect on the security of the Kingdom, including
intelligence and military services.

Pursuant to sub-section (3), the Minister CPR shall remove a designation of
critical infrastructure if the Minister CPR determines such designation is no
longer warranted.

Any removal of a designation under subsection (4) shall be published by the
Minister CPR in the Government Gazette.

The Minister CPR may take into account additional considerations when
considering a designation under subsection (1) or removal of a designation
under subsection (4).

Registration of critical infrastructure

(1

2

3)

4

The Minister CPR shall maintain an up-to-date register of designated critical
infrastructure, including the identity and contact information of each operator
of critical infrastructure and any other information required to be included by
the Minister CPR.

The Minister CPR shall make a copy of the register available to each registered
operator of critical infrastructure.

A registered operator of critical infrastructure shall notify the Minister CPR of
any change in legal ownership of the critical infrastructure or any change in the
person or entity responsible for operating such critical infrastructure.

The Minister CPR shall issue and publish procedures for the registration and
notification requirements under this section.

Standards and audits

(1

2

The Minister CPR may, in consultation with appropriate sector regulators, issue
and publish minimum standards for the operation of critical infrastructure
generally and any specifically applicable to any particular critical
infrastructure.

The Minister CPR may conduct periodic and ad hoc audits and inspections of
critical infrastructure to verify compliance with the standards under subsection
(1) and the obligations of operators of critical infrastructure under Division 2
of this Part.
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DIVISION 2 — OBLIGATIONS OF OPERATORS OF CRITICAL
INFRASTRUCTURE

14 Periodic reporting obligations

An operator of critical infrastructure shall conduct and submit copies of periodic
cybersecurity assessments of such infrastructure to the Ministry CPR in a form and
manner prescribed by the Minister CPR.

15 Duty to report cybersecurity incident

(1) Within 24 hours of becoming aware thereof, an operator of critical
infrastructure shall report to the CERT —

(a) a cybersecurity incident relating to the information systems relating to
such critical infrastructure;

(b) a cybersecurity incident relating to any information system
interconnected with or communicating with such information systems;
or

(c) any other cybersecurity incident or other occurrence that the Minister
CPR has designated as requiring such notification.

(2)  The report required in subsection (1) shall be in a form prescribed by the
Minister CPR.

16 Obligation to take remedial action

(1)  In connection with —
(a)  an audit under section 13(2);
(b)  an assessment under section 14; or

(c) a report under section 15, with or without any related request by the
CERT to the Minister CPR to order remedial action,

the Minister CPR may order an operator of critical infrastructure by to take
remedial action.

(2)  An operator of critical infrastructure shall comply with the order referred to in
subsection (1).

17  Obligation to maintain appropriate policies, practices and procedures

(1)  An operator of critical infrastructure shall develop, maintain and implement
such policies, practices and procedures as are necessary for it to —

(a)  detect, share information about, mitigate and respond to cybersecurity
threats and incidents; and
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(b)  comply with its obligations under this Act.
(2)  An operator of critical infrastructure shall —

(a) communicate to its staff the policies, practices and procedures required
by subsection (1);

(b)  keep records evidencing its compliance with the requirements of this
Division and any other applicable requirements relating to
cybersecurity; and

(c) make available to the Minister CPR upon request copies of policies,
practices, procedures, and records required by paragraph (b) and
subsection (1)(a).

18 Civil actions for recovery of pecuniary penalties

(1) The Attorney General may institute proceedings in a court of competent
jurisdiction against an operator of critical infrastructure for contravention of
any of the provisions of this Division.

(2) A proceeding under subsection (1) shall be commenced within 5 years
after the relevant contravention concerned.

19 Pecuniary penalties for contravention of this Act

(1) If a court of competent jurisdiction is satisfied that an operator of critical
infrastructure has contravened a provision of this Division, the court may order
that operator of critical infrastructure to pay such pecuniary penalty, in respect
of each contravention, as the court determines to be appropriate.

(2)  Subject to subsection (3), a pecuniary penalty under subsection (1) shall be an
amount the court determines appropriate having regard to all relevant matters
including —

(a) the nature and extent of the contravention;

(b)  the nature and extent of any loss or damage suffered as a result of the
contravention;

(c)  the circumstances in which the contravention took place; and
(d)  whether the operator of critical infrastructure has previously been found
by a court of competent jurisdiction in proceedings under this Act to have
engaged in any similar conduct.
(3) A pecuniary penalty ordered under subsection (1) for a contravention —
(a) by an individual, shall not exceed $500,000; and
(b) by abody corporate, shall not exceed $1,000,000.
(4)  Where the conduct involves multiple contraventions of this Act, a proceeding

may be instituted under this section against an operator of critical infrastructure
in relation to each contravention, but the operator of critical infrastructure is not

Kingdom of ¢
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Section 19 Cybersecurity Act 2025

liable to more than one pecuniary penalty under this section in respect of the
same conduct.

(5)  Any pecuniary penalties payable under this Act are to be paid into Government
general revenue.

Passed by the Legislative Assembly on this 14™ day of May 2025.
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